July 2004 - Potential Roles for NIST NSRL in Voting System Chain of Custody

JURISDICTION
2. Vendor sends ITA 5. ITA sends STATE 8. State sends certified
to State Jurisdiction >

1. Vendo 9. Jurisdiction gets
system fingerprints
from NSRL, verifies
certified system

from NSRL, verifie
software, confirms

to NSRL unmodified COTS

Voting
System self-
checks using
fingerprints
from NSRL
(stored on
read-only
media, e.g.
CD)

1 - 10 : Custody Chain
A - C : Other Benefits

C. Jurisdictions
can compare
fingerprints to

E compare versions of
software or system

configurations

\

B. Public can view

NSRL process
——

A. Law Enforcement nationwide
can easily identify illegal copies
of voting software using NSRL

fingerprints with no extra effort

www.nsrl.nist.gov



